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Online Safety Policy 
 

 
This policy is based on the guidelines contained in Keeping Children Safe in Education, DfE, 
September 2023.  It is a part of and should be read in conjunction with Bigland Green’s Safeguarding 
and Child Protection policy.  Any issues and concerns with online safety must follow the school’s 
safeguarding and child protection processes.  This policy is linked to other relevant policies, for 
example anti-bullying, behaviour and discipline and should be read in conjunction with other policies. 
 

1. Introduction and overview 
 

The purpose of this policy at Bigland Green is to: 

1. set out the key principles expected of all members of the school community with respect to the 
use of IT-based technologies; 

2. safeguard and protect the children and staff; 

3. educate pupils about e- safety issues and appropriate behaviour so that they remain safe and 
legal online; 

4. help pupils to develop critical thinking skills to reflect and enable them to keep themselves safe; 

5. assist school staff working with children to work safely and responsibly with the Internet and 
other IT and communication technologies and to monitor their own standards and practice; 

6. set clear expectations of behaviour and/or codes of practice relevant to responsible use of the 
Internet for educational, personal or recreational use for the whole school community;  

7. have clear structures to deal with online abuse such as online bullying; 

8. ensure that all members of the school community are aware that unlawful or unsafe behaviour 
is unacceptable and that, where appropriate, disciplinary or legal action will be taken, and;  

9. minimise the risk of misplaced or malicious allegations made against adults who work with 
children/pupils.   

 

The main areas of risk for our school community can be summarised as follows: 
 

Content 

 Exposure to inappropriate content 

 Lifestyle websites promoting harmful behaviours 

 Hate content 

 Content validation: how to check authenticity and accuracy of online content 
 

Contact 

 Grooming (sexual exploitation, radicalisation and the alike  

 Online bullying in all forms 

 Social or commercial identity theft, including passwords 
 

Conduct 

 Aggressive/offensive behaviours (bullying of all different types) 

 Privacy issues, including disclosure of personal information 

 Digital footprint and online reputation 

 Health and well-being (amount of time spent online, gambling, body image) 

 Consensual and non-consensual sharing of nudes and semi-nudes images and/or videos  

 Copyright (little care or consideration for intellectual property and ownership)  
 

Scope of the policy 
 

This policy applies to all members of Bigland Green School community (including pupils, staff, 
governors, volunteers, parents/carers, visitors, community users) who have access to and are users 
of school IT systems, both in and out of Bigland Green. 
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2. Education and curriculum 
 

Pupil online safety curriculum 
 

Bigland Green has a clear, progressive online safety education programme as part of the Computing 
curriculum and other curriculum areas as relevant.  Online safety is carefully planned using all strands 
from the UK Council for Internet Safety’s ‘Education for a Connected World’ framework to ensure that 
all pupils are taught how to stay safe online. This covers a range of skills and behaviours appropriate 
to their age and experience and is further embedded through our Digital Leaders programme. 
 
Teachers remind pupils about their responsibilities through the pupil Acceptable Use Agreement(s), 
specific aspects of online safety as relevant.  Staff members model safe and responsible behaviour in 
their own use of technology, e.g.  use of passwords, logging-off, use of content, research skills, 
copyright. 
 

Staff and governor training  
 

Bigland Green makes regular training available to staff on online safety issues as part of computing 
and safeguarding training.  All new staff (including those on placement or work experience) are 
provided with information and guidance on the Online Safety Policy and the school’s Acceptable Use 
Agreements as part of the induction process. 
 

Parent awareness and training 
 

Bigland Green provides induction for parents which includes online safety, and runs a rolling 
programme of keeping children safe online, guidance and training for parents. 
 
 

3. Roles and responsibilities 
 

Safeguarding and promoting the welfare of children is everyone's responsibility.  In terms of online 
safety, it is a collective responsibility with the specific duties as detailed below.   
 

The headteacher 

 has a duty of care to ensure the safety (including online safety) of members of the school 
community and foster a culture of safeguarding;  

 must be adequately trained in off-line and online safeguarding, in-line with statutory guidance 
and relevant Local Safeguarding Children Board (LSCB) guidance; 

 must ensure the school uses appropriate IT systems and services including, filtered Internet 
Service, e.g.  LGfL (London Grid for Learning) services; 

 and the DSL (designated safeguarding lead) should be aware of the procedures to be followed 
in the event of a serious online safety allegation being made against a member of staff; 

 is responsible for ensuring that the DSL, computing TLR, computing technician and other 
relevant staff carry out their responsibilities effectively and receive suitable training to enable 
them to carry out their roles and train other colleagues, as relevant;  

 will ensure that there is a system in place to allow for monitoring and support of the DSL who 
carries out the internal online safety monitoring role; 

 will receive regular monitoring reports from the DSL; 

 will work with the responsible safeguarding governor, the DSL and IT service providers in all 
aspects of filtering and monitoring; 

 will ensure suitable risk assessments are undertaken so the curriculum meets the needs of 
pupils, including risk of children being radicalised; 

 will ensure that there is a system in place to monitor and support staff who carry out internal 
online safety procedures, e.g.  network manager, and; 

 will ensure school website includes relevant information. 

The Designated Safeguarding Lead (DSL) 

 holds the lead responsibility for online safety, within their safeguarding role;  
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 will lead a ‘safeguarding’ culture, ensuring that online safety is fully integrated with whole 
school safeguarding; 

 must be adequately trained in off-line and online safeguarding, in-line with statutory guidance 
and relevant LSCB guidance; 

 should take lead responsibility for understanding the filtering and monitoring systems and 
processes in place including carrying out the internal online safety monitoring; 

 will meet regularly with the headteacher and safeguarding governor to discuss current issues, 
review (anonymised) incidents, filtering, monitoring logs, and ensuring that annual (at least) 
filtering and monitoring checks are carried out; 

 will attend relevant governing body meetings and report regularly to headteacher including 
regular monitoring reports; 

 is responsible for receiving reports of online safety incidents and handling them, and deciding 
whether to make a referral by liaising with relevant agencies, ensuring that all incidents are 
recorded, and;  

 will liaise with staff and IT providers on matters of safety and safeguarding and welfare 
(including online and digital safety). 

Deputy DSL will 

 be adequately trained in off-line and online safeguarding, in-line with statutory guidance and 
relevant LSCB guidance; 

 help lead a ‘safeguarding’ culture, ensuring that online safety is fully integrated with whole 
school safeguarding; 

 promote an awareness and commitment to online safety throughout the school community; 

 will liaise with school technical staff where appropriate; 

 communicate regularly with the headteacher, DSL and the designated safeguarding governor to 
discuss current issues, review incident logs and filtering/change control logs; 

 ensure that all staff are aware of the procedures that need to be followed in the event of an 
online safety incident; 

 ensure that online safety incidents are logged as a safeguarding incident; 

 help facilitate training and advice for all staff, and; 

 help oversee any pupil surveys/pupil feedback on online safety issues. 

The governing body will 

 ensure measures to limit children’s exposure to online risks from the school’s IT system and 
ensure the school has appropriate online filtering and monitoring systems in place and leaders 
regularly review their effectiveness; 

 ensure that the school has in place policies and practices to keep the children and staff safe 
online; 

 approve the online safety policy and review the effectiveness of the policy; 

 support the school in encouraging parents and the wider community to become engaged in 
online safety activities, and; 

 ensure that the role of the online safety governor includes regular review of safety procedures. 

The Computing TLR (Curriculum/Subject leader) will 

 oversee the delivery of the online safety element of the computing curriculum; 

 provide relevant information to parents and carers so that they can protect their children; 

 lead/organise any relevant training for staff, volunteers or parents in consultation with the 
headteacher or the DSLs; 

 promote an awareness and commitment to online safety throughout the school community; 

 ensure that online safety education is embedded within the curriculum; 

 liaise with school technical staff; 

 communicate regularly with headteacher, and the DSLs to discuss current issues, review incident 
logs and filtering/change control logs, and; 
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 oversee any pupil surveys/pupil feedback on online safety issues. 

The Computing Technician will 

 report online safety related issues that come to the hedteacher, DSL or Deputy DSLs; 

 manage the school’s computer systems, ensuring 

o school password policy is strictly followed 
o systems are in place for misuse detection and malicious attack 
o access controls/encryption exist to protect personal and sensitive information held on school-

owned devices, and 
o the school’s policy on web-filtering is applied and updated on a regular basis 

 keep up to date with the school’s online safety policy and technical information in order to 
effectively carry out their online safety role and to inform and update others as relevant; 

 monitor the use of school technology and online platforms regularly report any misuse/attempted 
misuse to headteacher, DSL or Deputy DSLs; 

 ensure appropriate backup procedures and disaster recovery plans are in place; 

 keep up-to-date documentation of the school’s online security and technical procedures; 

 ensure all LGfL services are managed on behalf of the school following data handling procedures 
as relevant, and; 

 provide monitoring reports for the DSL to analyse on at least half-termly basis or more if there is 
a need. 

The Premises Manager will  

 ensure that the data they manage is accurate and up-to-date; 

 apply best practice in information management.  i.e.  have appropriate access controls in place, 
that data is used, transferred and deleted in-line with data protection requirements, and; 

 make sure the school is registered with Information Commissioner (in liaison with the Finance 
Manager). 

Teachers will 

 embed online safety in the curriculum; 

 supervise and guide pupils carefully when engaged in learning activities involving online 
technology (including, extra-curricular and extended school activities if relevant); 

 provide tailored support to those who show signs of vulnerability, including those with SEND and 
other needs; 

 liaise with parents and carers to build a strong partnership between home and school; 

 provide on-going support and advice to the pupils in their care about online and other safety, 
and; 

 ensure that pupils are fully aware of research skills and are fully aware of legal issues relating to 
electronic content such as copyright laws. 

All staff, volunteers and contractors will 

 be expected to read, understand, sign and adhere to the school Staff Acceptable Use 
Agreement/Policy, and understand any updates.  The policy is signed by new staff on induction – 
see appendix B; 

 report any suspected misuse or problem to the headteacher or the DSLs; 

 maintain an awareness of current online safety issues and guidance e.g.  through CPD, and; 

 model safe, responsible and professional behaviours in their own use of technology. 

 
Exit strategy 

At the end of the period of employment/volunteering any equipment or devices loaned by the 
school will be returned.  This will include leaving PIN numbers, IDs and passwords to allow devices 
to be reset. 

Pupils will 

 read, understand, sign and adhere to the Pupil Acceptable Use Policy (parents will do this on 
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behalf younger children); 

 understand the importance of reporting abuse, misuse or access to inappropriate materials; 

 know what action to take if they or someone they know feels worried or vulnerable when using 
online technology; 

 understand the importance of adopting safe behaviours and good online safety practice when 
using digital technologies out of school and realise that the school’s online safety policy covers 
their actions out of school, and; 

 contribute to any ‘pupil voice’/surveys that gathers information of their online experiences. 

Parents/Carers will 

 read, understand and promote the school’s Pupil Acceptable Use Agreement with their child/ren 
(see appendix A); 

 consult with the school if they have any concerns about their children’s use of technology; 

 support the school in promoting online safety and endorse the Parents’ Acceptable Use 
Agreement which includes the pupils’ use of the Internet and the school’s use of photographic 
and video images, and; 

 model safe, responsible and positive behaviours in their own use of technology. 

 

Communication 
 

The policy will be communicated to staff/pupils/parents in the following ways: 

 it will be posted on the school website and the staff room, and summarised in the newsletter; 

 it will be saved in the policy folder of the teachers’ shared drive; 

 it will be part of the school induction pack for new staff (teachers and support staff); 

 regular updates and training will be provided to staff, and; 

 acceptable use agreements discussed with staff and pupils at the start of each year.  Acceptable 
use agreements to be issued to whole school community, on entry to the school as part of this 
policy.  Please see appendix A for more information. 

 

Support for vulnerable children and adults 
 

Pupils with special educational needs (SEN) or disability have an increased vulnerability to online risk, 
especially those with language and communication needs, or social communication difficulties.  At 
Bigland Green we support these pupils through targeted support in the classroom and strong 
partnership work with parents and carers.  The classteachers and other class-based staff play a key 
role in this work.  When there is a need, a referral can be made to the Learning Mentor and each 
case is assessed and supported on its merits.   
 
 

4. Security and filtering systems 
 

Bigland Green informs all users that Internet/email use is monitored, and has the educational filtered 
secure broadband connectivity through the LGfL.  All changes to the filtering policy are logged and 
only available to staff with the approved ‘web filtering management’ status. 

 
The school uses Sophos anti-virus software (from LGfL).  It uses DfE, LA or LGfL approved systems 
including DfE S2S, LGfL USO FX2, Egress secure file/email to send ‘protect-level’ (sensitive personal) 
data over the Internet.  Sensitive data is not shared or circulated via the normal email. 
 

Network management (user access, backup) 
 

Bigland Green uses individual, audited log-ins for all users - the LGfL USO system.  Guest accounts 
are used occasionally for external or short term visitors for temporary access to appropriate services. 
 
The school technician ensures that he is up-to-date with LGfL services and policies.  There are daily 
back-up of school data (admin and curriculum).  The technician ensures that the storage of all data 
within the school conforms to the EU and UK data protection requirements. 
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Safe use of the network 
 

The school ensures that staff read and sign the staff behaviour Policy.  They also sign the AUP, 
following which they are set-up with Internet, email and network access.  Online access to service is 
through a unique, audited username and password.  The same credentials are used to access the 
school’s network. 

 
All pupils have their own unique username and password which gives them access to the Internet 
and other services.  The school uses RM Unifier so that pupils can use one strong password.  The 
network is set up with a shared work area for pupils and one for staff.  Staff and pupils are shown 
how to save files and access files from these areas. 
 
Staff and pupils are expected to log off when they have finished working or are leaving the computer 
unattended.  Staff know that any computer or laptop loaned to them by the school, is used primarily 
to support their professional responsibilities.  Bigland Green does not allow any outside agencies to 
access the network remotely except where there is a clear professional need and then access is 
audited restricted and is only through approved systems.  The school has a clear disaster recovery 
system in place that includes a secure, remote off site back up of data. 
 

Password policy 
 

Bigland Green makes it clear that staff and pupils must always keep their passwords private.  They 
must not share this with others.  If a password is compromised, then the school should be notified 
immediately. 
 
Staff are required to use strong passwords that are a mixture of Capital, lower case, number and 
special character.  Staff who deal with sensitive information (office staff) are required to change their 
passwords into the MIS, LGfL USO admin site, at least twice a year, and staff using critical systems 
are required to use two factor authentication. 
 

E-mail  
 

Bigland Green provides staff with an email account for their professional use and makes clear 
personal email should be through a separate account.  The school will contact the Police if a staff or 
pupil receive an e-mail that is considered to be particularly disturbing or breaks the law.  LGfL 
provided technologies are used to help protect users and systems in the school. 
The school uses LGfL pupil email system which are intentionally ‘anonymised’ for pupil protection, 
and pupils are taught about online safety and rules of using e-mail both in school and at home. 
 
Staff can only use the LGfL e mail systems on the school system, and use them for professional 
purposes only.  Access in school to external personal e-mail accounts is restricted, and staff never 
use email to transfer staff or pupil personal data.   
 

School website 
 

The Headteacher, supported by the Governing body, takes overall responsibility to ensure that the 
website content is accurate and the quality of presentation is maintained.  The school web site 
complies with statutory DFE requirements.  Photographs published on the web do not have full 
names attached.  We do not use pupils’ names when saving images in the file names or in the tags 
when publishing on the website. 
 

Cloud Environments 
 

Uploading of information on the schools’ online learning space is shared between different staff 
members according to their responsibilities e.g.  EYFS uploading assessment information.  
Photographs and videos uploaded to the school’s online environment are only be accessible by 
members of the school community. 
 

Social networking 
 

Staff, volunteers and contractors are instructed to always keep professional and private 



Bigland Green ~ a great place to learn & grow                                                            7 | P a g e  

communication separate.  The school network does not allow any access to social networking sites.  
Please refer to the school’s policy on social media for more guidance. 
 

Closed-circuit television - CCTV 
 

The school has CCTV as part of site surveillance for safety of pupils, staff and other users.  There are 
no operational CCTV within the school building.  The use of CCTV is clearly signposted in the school.  
We will not reveal any recordings without appropriate permission in accordance with our CCTV policy. 
 
 

5. MIS1 access and data transfer 
 

Staff members know that they must report any incidents where data protection may have been 
compromised to the DSL or the Deputy DSLs.  All staff are DBS checked and records are held in a 
single central record by the Finance Manager. 
 
Office staff have secure area(s) on the network to store sensitive files.  Office staff to log-out of 
systems when leaving their computer, but also enforce lock-out after 5 minutes’ idle time.   
 
All servers are in lockable locations and managed by the computing technician.  Details of all school-
owned hardware are recorded in a hardware inventory kept by the premises manager.  Details of all 
school-owned software are recorded in a software inventory by the technician.  Disposal of any 
equipment conforms to The Waste Electrical and Electronic Equipment Regulations 2006 and/or The 
Waste Electrical and Electronic Equipment (Amendment) Regulations 2007.   
 
 

6. Equipment and digital content 
 

All personal mobile devices should be put away before entering the school premises.  Parents are 
requested to refrain from the use of mobile phones in the playground.  Mobiles must not be used in 
the school building by parents.  Mobile devices brought in to school are the responsibility of the 
device owner.  The school accepts no responsibility for the loss, theft or damage of personally-owned 
mobile devices.  Pupils are not allowed any personally-owned devices into school as they will be 
confiscated and can only be returned to parents in exchange of a written assurance. 
Staff personal mobile devices must never be used for school purposes.  The school mobile phone 
should be taken on visits/trips.  The Bluetooth or similar function of a mobile device should be 
switched off at all times and not be used to send images or files to other mobile devices. 
 
No images or videos should be taken on mobile devices without the prior consent of the person or 
people concerned. 
 
The School reserves the right to search the content of any mobile devices on the school premises 
where there is a reasonable suspicion that it may contain illegal or undesirable material, including 
pornography, violence or bullying.   
 
Staff may use their phones during break/lunch times in designated areas like the staffroom where 
children are not present.  If a staff is expecting a personal call they may leave their phone with the 
school office to answer on their behalf, or seek permission from a member of SLT to use their phone 
in an agreed designated area.   
 

Digital images and video  
 

Bigland Green obtains parental/carer permission for use of digital photographs or video involving 
their child at the point of admission.  Parents are responsible for informing the school of any changes 
in writing. 
 
Staff sign the school’s Acceptable Use Policy (appendix B) and this includes a clause on the use of 
mobile phones/personal equipment for taking pictures of pupils.  The school blocks access to social 

                                                           
1 Managed information system – used for storing data about individuals in the school 

http://www.legislation.gov.uk/uksi/2006/3289/pdfs/uksi_20063289_en.pdf
http://www.legislation.gov.uk/uksi/2007/3454/pdfs/uksi_20073454_en.pdf
http://www.legislation.gov.uk/uksi/2007/3454/pdfs/uksi_20073454_en.pdf
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networking sites.  Pupils are taught that they should not post images or videos of others without their 
permission.  We teach them about the risks associated with providing information with images 
(including the name of the file), that reveals the identity of others and their location.  We teach them 
about the need to keep their data secure and what to do if they are subject to bullying or abuse. 
 
 

7. Handling an incident of a possible breach 
 

If a member of staff is concerned about a child or there is a possible breach, then they must inform 
the DSL or one of the Deputy DSLs and report their concern using the ‘add incident’ function on 
CPOMS – see appendix C.  CPOMS is a Child Protection Online Management System and can be 
accessed on all internet devices using https://bigland.cpoms.net.  If CPOMS is unavailable, then staff 
and other relevant stakeholders can report their concern using the form attached in appendix D.  If a 
member of staff is unsure, whether their concern is an online safety concern then they should discuss 
their concern first with the DSL or one of the Deputy DSLs who will then advise whether to add the 
incident to CPOMS – see appendix C.  Staff members should always add the incident to CPOMS if it is 
an urgent child protection concern so that immediate actions can be taken.   
 
Any concern about any suspected online risk/infringement or staff misuse must be reported to the 
DSL or the Headteacher at the earliest opportunity and on the same day.  If the concern is about the 
Headteacher then it must be reported to the Safeguarding Governor (who is also the Chair of 
Governors).  If the Safeguarding Governor is not available than report to the LADO (Local Authority’s 
Designated Officer) – see the school’s safeguarding and child protection policy appendix 3.  There will 
always be an initial review meeting, led by the DSL, Deputy DSLs, or a member of the SLT to conduct 
an investigation.  This will consider the initial evidence and aim to establish the risk factors and 
where necessary take the action(s) designed for dealing with child protection issues. 
 
 

8. Reviewing and monitoring of this policy 
 

There is widespread ownership of the policy and it has been agreed by the SLT and approved by 
governors.  This policy will be reviewed annually as well as when any significant changes occur with 
regards to the technologies in use within the school by relevant stakeholders.  All amendments to the 
school online safety policy will be disseminated to all members of staff and pupils, and their parents. 
 

 
 
 
 
  

Date 
approved 

Signature Review 

October 
2023  

October 
2025 

https://bigland.cpoms.net/
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Appendix A - Acceptable use of the internet, emails and computers for 
pupils and their parents 
 
At Bigland Green, we understand the importance and benefits of using devices to help with children’s 
learning and personal development.  However, we also recognise that safeguarding needs to be in 
place to ensure children are kept safe at all times. 
 
Please could parents/carers read and discuss this policy with their child and then sign and return to 
the admissions officer in the school office. 

 I will only use computing in school for school purposes. 

 I will only use my own school e-mail address when e-mailing. 

 I will only open e-mail attachments from people I know, or who my teacher has approved. 

 I will not tell other people my password. 

 I will only open/delete my own files. 

 I will not send anyone material that could be considered threatening, bullying, offensive or 
illegal. 

 I will not deliberately look for, save or send anything that could be unpleasant or nasty.  If I 
accidentally find anything like this, I will tell my teacher immediately. 

 I will not give out my own details such as my name, phone number or home address. 

 I will support the school approach to online safety and not deliberately upload or add any 
images, video, sounds or text that could upset any member of the school community. 

 I know that my use of computing can be checked and that my parent/ carer contacted if a 
member of school staff is concerned about my online safety. 

 I will be responsible for my behaviour when using computers because I know that these rules 
are to keep me safe. 

 I know how to report/who to speak to if I am concerned about my own online safety or of 
others. 
 

If break any of the online safety rules, then:   

 I could put yourself or others in danger. 

 I could give myself and my school a bad name. 

 My teacher may decide that I am not to be trusted with the internet and may not be able to 
use it. 

 A letter could be sent home to inform my parents that I may have broken the school’s trust. 

 

 

Parent and child’s signatures 
 
We have discussed this policy and …………………………………………………………… (child’s name) agrees 
to support the safe use of ICT at Bigland Green Primary School. 
 
Parent/ Carer’s Signature: ………………….………………….………………………….   Date: 
………………………....... 
 
Child’s Signature: ………………………..........................................................  (young children can write 
their name) 
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Appendix B - Acceptable use of the internet, emails and computers for 
staff, volunteers, governors & contractors  
 
Bigland Green regularly reviews and updates all AUP (acceptable user policy) to ensure that the 
requirements are consistent with the school online safety policy. 
 
These rules will help to keep everyone safe and to be fair to others.  Please note that school systems 
and users are protected and monitored by security and filtering services to provide safe access to 
digital technologies.  Your behaviour online when in school and on all school devices whether in 
school or otherwise may therefore be subject to monitoring. 

 I will only use the school’s digital technology resources and systems for professional purposes 
or for uses deemed ‘reasonable’ by the Headteacher and the governing body of Bigland Green. 

 I will not reveal my password(s) to anyone and use passwords in accordance with the school 
policy. 

 I will not allow unauthorised individuals to access email / internet / network / social networks / 
mobile apps / or any other system I have access to via the school or school umbrella. 

 I will ensure all documents, data, etc.  are printed, saved, accessed and deleted / shredded in 
accordance with the school’s network and data security protocols. 

 I will not engage in any online activity that may compromise my professional responsibilities. 

 I will only use the approved email system(s) for any school business.  This is currently: LGfL 
StaffMail  

 I will not support or promote extremist organisations, messages or individuals.  I will not give a 
voice or opportunity to extremist visitors with extremist views. 

 I will not browse, download or send material that is considered offensive or of an extremist 
nature by the school.   

 I will report any accidental access to, or receipt of inappropriate materials, or filtering breach or 
equipment failure to the Headteacher and/or the technician. 

 I will not download any software or resources from the internet that can compromise the 
network or might allow me to bypass the filtering and security system or are not adequately 
licensed.   

 I will check copyright and not publish or distribute any work including images, music and 
videos, that is protected by copyright without seeking the author’s permission.   

 I will not connect any device (including USB flash drive), to the network that does not have up-
to-date anti-virus software, and I will keep any ‘loaned’ equipment up-to-date, using the 
school’s recommended anti-virus and other ICT ‘defence’ systems.   

 I will not use personal digital cameras or camera phones or digital devices for taking, editing 
and transferring images or videos of pupils or staff and will not store any such images or videos 
at home or on any personal devices.   

 I will only use school approved equipment for any storage, editing or transfer of digital images 
/ videos and ensure I only save photographs and videos of children and staff on the 
appropriate system or staff-only drive within school. 

 I will only I take or publish images of staff and pupils with their permission and in accordance 
with the school’s policy on the use of digital /video images.  Images published on the school 
website, online learning environment etc.  will not identify pupils by name, or other personal 
information.   

 I will use the school’s Learning Platform or online cloud storage service in accordance with 
school protocols. 

 I will ensure that any private social networking sites / blogs, etc.  that I create or actively 
contribute to are not confused with my professional role.   

 I agree and accept that any computer or laptop loaned to me by the school, is provided solely 
to support my professional responsibilities and that I will notify the school of any “significant 
personal use” as defined by HM Revenue & Customs. 

 I will ensure any confidential data that I wish to transport from one location to another is 
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protected by encryption and that I follow school data security protocols when using any such 
data at any location. 

 I understand that data protection policy requires that any information seen by me with regard 
to staff or pupil information, held within the school’s information management system, will be 
kept private and confidential, except when it is deemed necessary that I am required by law to 
disclose such information to an appropriate authority. 

 I am aware that under the provisions of the GDPR (General Data Protection Regulation), my 
school and I have extended responsibilities regarding the creation, use, storage and deletion of 
data, and I will not store any pupil data that is not in line with the school’s data policy and 
adequately protected.  The school’s data protection officer must be aware of all data storage. 

 I understand it is my duty to support a whole-school safeguarding approach and will report any 
behaviour of other staff or pupils, which I believe may be inappropriate or concerning in any 
way, to the DSL or the Deputy DSLs. 

 I understand that all internet and network traffic / usage can be logged and this information 
can be made available to the Headteacher on their request.   

 I understand that internet encrypted content (via the https protocol), may be scanned for 
security and/or safeguarding purposes. 

 I understand that I have a responsibility to uphold the standing of the teaching profession and 
of the school, and that my digital behaviour can influence this. 

 I will embed the school’s online safety curriculum into my teaching as required. 

 

 

User Signature 
 

 I agree to abide by all the points above. 

 I understand that I have a responsibility for my own and others’ online safeguarding and I 
undertake to be a ‘safe and responsible digital technologies user’. 

 I understand that it is my responsibility to ensure that I remain up-to-date and read and 
understand the school’s most recent online safety / safeguarding policies. 

 I understand that failure to comply with this agreement could lead to disciplinary action.   
 
Signature: …………………………………………………………………………  Date: …………………………… 
 
Full name: …………………………………………………………………………….  Job title: …………………… 
 
 

 
For official use only 
Authorised Signature (Head Teacher / SLT Member)  
I approve this user to be set-up on the school systems relevant to their role 
 
Name: ……………………………………………… ...............................  Signature: ……………………………….
  
Date: ………………….……… 
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Appendix C - CPOMS a guide to support reporting on CPOMS  
  

Type of 
concern

Online

Online bullying 

Inappropriate use

Age appropriate 
use 

Follow school 
policy and discuss 
with team leader 

Risk of 
exploitation 

Risk of 
radicalisation 

Report on 
CPOMS the same 

day 
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Appendix D - Online safety incident report form 
 
 
PART 1: To be completed by the person reporting and returned to the DSL or the Deputy DSLs 
 

Your full name:  Your contact details: 

 

Detail of the online safety incident 

Date:                                Time:                             Where did it happen: school/ home/ other 

Names of pupil/staff who were involved: 

Please use this space to describe the incident 
 
 

Thank you for reporting this incident and following Bigland Green’s safeguarding policies 

 
 
PART 2: To be completed by the person conducting the investigation and dealing with the issue 
 

Name of the investigator:                                                               Position:  

Outcome of the investigation 
 

Action taken (please tick) 

o Incident reported to 
head teacher/senior 
manager 

o Advice sought from 
Safeguarding and Social 
Care 

o Referral made to 
Safeguarding and 
Social Care 

o Incident reported to 
police 

o Incident reported 
to Internet Watch 
Foundation 

o Incident reported 
to IT 

 

o Disciplinary action to 
be taken 

o Online safety policy 
to be 
reviewed/amended 

 

Other (please specify) 

 


